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Input data

One of the key problems in network design is how we getthe input data for network design. In parti
ular traf�
matri
es are one of the key inputs, but are not alwayseasy to measure.
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"Measure what is measurable, and makemeasurable what is not so."Galilei, Galileo (1564 - 1642)
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Planning Tasks

optimization (obviously)measurementsbefore we 
an optimize, we need to know theinputs
oststraf�
 matrixsome might be givenmost need to be measuredpredi
tionneed to predi
t inputs out to the planninghorizon
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Planning Cy
le

decision/control analysis/prediction

measurement
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Traf�
 Matri
eskey input to design is traf�
 matrixtraf�
 from node i to j.usually averaged over some intervalnotationnotation: offered traf�
 between O-D(Origin-Destination) pair (p,q) is tpq
an write as a matrix T = [tpq]sometimes also write as ve
tor x by sta
king
olumns of T .how 
an we measure it?
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Pa
ket tra
estap a link, or routeropti
al, or ele
troni
 splitter/
ouplermonitoring port
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Monitor
splitter

Router/switch

re
ord every pa
ket'ssizetime (of �rst byte)headers (IP, TCP, possibly more)
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Pa
ket tra
es issuestiming resolution/a

ura
y
lo
k resolution (pa
ket transmission time for1500 byte pa
ket on OC48, 2.5 Gbps, is 4.8mi
rose
onds)
lo
k a

ura
y: PC 
lo
ks have drift, plusinterupt laten
y2.5 Gbps, min size (40 byte) pa
kets, you have128 ns to timestamp the pa
ketstoring the dataOC48 2.5 Gbps data rateminimum size pa
kets are basi
ally all headerneed to get 2.5 Gbps to disk (whi
h is hard)
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Pa
ket tra
e infoIP headerversion, header length, TTL, 
he
ksum�ags: ToS, ...pa
ket length (size in o
tets/bytes)sour
e and destination addressoptionsTCP/UDP headersour
e and destination portssequen
e, and ACK numbers, 
he
ksum�ags: SYN, ACK, ...data offset and pointersoptions
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tcpdump output

1078208222.013538 129.127.5.110.1346 > 229.55.150.208.1345: udp 150
1078208222.754748 129.127.5.117.631 > 129.127.5.255.631: udp 139
1078208222.948664 129.127.5.56.1025 > 129.127.5.255.111: udp 136
1078208222.948673 129.127.5.56.1025 > 224.0.2.2.111: udp 136
1078208223.257521 129.127.5.234.1346 > 229.55.150.208.1345: udp 150
1078208223.516606 129.127.4.9.513 > 129.127.5.255.513: udp 108 (DF) [ttl 1]
1078208223.755331 129.127.5.117.631 > 129.127.5.255.631: udp 137
1078208224.755755 129.127.5.117.631 > 129.127.5.255.631: udp 133
1078208225.756207 129.127.5.117.631 > 129.127.5.255.631: udp 158
1078208228.137869 129.127.5.56.1025 > 129.127.5.255.111: udp 136
1078208228.137881 129.127.5.56.1025 > 224.0.2.2.111: udp 136
1078208231.728471 129.127.4.177.5353 > 224.0.0.251.5353: udp 105
1078208233.257055 129.127.5.56.1025 > 129.127.5.255.111: udp 136
1078208233.257066 129.127.5.56.1025 > 224.0.2.2.111: udp 136
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Pa
ket tra
e example

Pa
ket tra
e (snippet) IP header TCP/UDP headertimestamp proto. sr
 IP dst IP size sr
 port dst port1078208222.014 udp 129.127.5.110 229.55.150.208 150 1346 13451078208222.755 udp 129.127.5.117 129.127.5.255 139 631 6311078208222.949 udp 129.127.5.56 129.127.5.255 136 1025 1111078208222.949 udp 129.127.5.56 224.0.2.2 136 1025 1111078208223.258 udp 129.127.5.234 229.55.150.208 150 1346 13451078208223.517 udp 129.127.4.9 129.127.5.255 108 513 5131078208223.755 udp 129.127.5.117 129.127.5.255 137 631 6311078208224.756 udp 129.127.5.117 129.127.5.255 133 631 6311078208225.756 udp 129.127.5.117 129.127.5.255 158 631 6311078208228.138 udp 129.127.5.56 129.127.5.255 136 1025 1111078208228.138 udp 129.127.5.56 224.0.2.2 136 1025 1111078208231.728 udp 129.127.4.177 224.0.0.251 105 5353 53531078208233.257 udp 129.127.5.56 129.127.5.255 136 1025 1111078208233.257 udp 129.127.5.56 224.0.2.2 136 1025 111

Communications Network Design: lecture 21 – p.11/47



Pa
ket tra
es pros

get to see almost everythingsour
edestinationports and proto
olTCP �agsto see everything, need to store more than just 40bytes (e.g. need appli
ation headers)but you 
an!very �ne grained (timewise)suitable for just about any type of modeling
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Pa
ket tra
es 
ons
ost of monitors (1 per link)
an put multiple 
ards/ports on one monitor forlow speed monitorshave to add installation and maintenan
e 
ostsginormous datasetsat OC48, it takes less than 1 hour to 
olle
t aterabyte (min sized pa
kets)even with 1500 byte pa
ket, it only takes 33hours to 
olle
t a terabyte.even simple pro
essing is slow!
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Redu
ing the data size

A number of operations 
an redu
e the dataset sizesampling:standard statisti
al approa
hsimplest 
ase, sample every Nth pa
ket, orrandomly 
hoose 1 in N pa
kets.�ltering: only look at pa
kets whi
h meet 
ertainrequirements, e.g.only TCP pa
ketsonly pa
kets between two spe
i�
 IP addressesaggregation: redu
e the granularity of the datasomehow.aggregate over time, or keys

Communications Network Design: lecture 21 – p.14/47



Net�owidea: aggregate to 
lose to a TCP 
onne
tionkeep one re
ord per �owre
ord key: IP sour
e, dest, proto
ol and TCPsour
e, dest portre
ord stores: pa
kets, bytes, TCP �ags, startand stop timepra
ti
ality: aggregate by key�ush re
ords usingtimeout, O(30 se
onds), (to separate similar
onne
tions, e.g. DNS)when �ow re
ord 
a
he is fullevery 15 minutes (stop staleness of re
ords)not bi-dire
tional
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Net�ow

traffic

flow 1

flow 2

flow 3

flow 4

0time 10 20 30 40 50
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Net�ow re
ords

key pa
kets bytes start time stop timepink 3 11 2 44blue 4 10 7 49green 2 9 11 6red 1 3 22 25
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Timeouts

timeout

traffic

flow 1

flow 2

flow 3

flow 4

0time 10 20 30 40 50
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Net�ow re
ords

key pa
kets bytes start time stop timepink 1 1 3 2 5blue 4 10 7 49green 2 9 11 6pink 2 1 2 42 44
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Net�ow example

Pa
ket tra
e (snippet)timestamp proto
ol sr
 IP dst IP sr
 port dst port size1078208222.014 udp 129.127.5.110 229.55.150.208 1346 1345 1501078208222.755 udp 129.127.5.117 129.127.5.255 631 631 1391078208222.949 udp 129.127.5.56 129.127.5.255 1025 111 1361078208222.949 udp 129.127.5.56 224.0.2.2 1025 111 1361078208223.258 udp 129.127.5.234 229.55.150.208 1346 1345 1501078208223.517 udp 129.127.4.9 129.127.5.255 513 513 1081078208223.755 udp 129.127.5.117 129.127.5.255 631 631 1371078208224.756 udp 129.127.5.117 129.127.5.255 631 631 1331078208225.756 udp 129.127.5.117 129.127.5.255 631 631 1581078208228.138 udp 129.127.5.56 129.127.5.255 1025 111 1361078208228.138 udp 129.127.5.56 224.0.2.2 1025 111 1361078208231.728 udp 129.127.4.177 224.0.0.251 5353 5353 1051078208233.257 udp 129.127.5.56 129.127.5.255 1025 111 1361078208233.257 udp 129.127.5.56 224.0.2.2 1025 111 136
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Net�ow example

Net�ow re
ords:proto
ol sr
 IP dst IP sr
 port dst port dur pa
k. bytesudp 129.127.5.234 229.55.150.208 1346 1345 0.0 1 154udp 129.127.5.56 224.0.2.2 1025 111 10.3 3 410udp 129.127.5.110 229.55.150.208 1346 1345 0.0 1 154udp 129.127.4.177 224.0.0.251 5353 5353 0.0 1 102udp 129.127.5.117 129.127.5.255 631 631 3.0 4 563udp 129.127.5.56 129.127.5.255 1025 111 10.3 3 410udp 129.127.4.9 129.127.5.255 513 513 0.0 1 113
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Net�ow example appli
ation

Traf�
 matrixmeasure net�ow at network entry points (ingress)provides traf�
 from IP sour
e to dest. addressaggregate to pre�x level (a
ross all ports)get a matrix from IP sour
e pre�x todestination pre�xmatrix is sparse, but large (100k+ pre�xes)also, one matrix per ingress point to the networkto get ingress/egress traf�
 matrix, need tosimulate routing, to 
ompute egress points peringress, and pre�xthen aggregate again

Communications Network Design: lecture 21 – p.22/47



Net�ow example appli
ation

3

2
1

1 10.0.5.0/24

10.0.4.0/24

10.0.3.0/24

10.0.2.0/24

10.0.1.0/24

10.0.1.0/24

10.0.5.0/24

10.0.6.0/24

2

3

4

traffic
measure this

1
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Example traf�
 matrix 
omputation

Measured in
oming traf�
 at node 4ingress node sour
e pre�x dest pre�x volume egress node4 10.0.6.0/24 10.0.1.0/24 10 24 10.0.6.0/24 10.0.2.0/24 11 24 10.0.6.0/24 10.0.3.0/24 21 34 10.0.6.0/24 10.0.4.0/24 6 34 10.0.6.0/24 10.0.5.0/24 3 3

3

2
1

1 10.0.5.0/24

10.0.4.0/24

10.0.3.0/24

10.0.2.0/24

10.0.1.0/24

10.0.1.0/24

10.0.5.0/24

10.0.6.0/24

1

2

3

4
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Example traf�
 matrix 
omputation

Ingress-egress traf�
ingress node egress node volume4 1 04 2 214 3 304 4 0Ingress-egress traf�
 matrixegress node1 2 3 41 - - - -2 - - - -3 - - - -ingress node 4 0 21 30 0
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Net�ow pros

data volume redu
tion100:1 redu
tion on pa
ket tra
es
onservative estimate for real traf�

olle
ted by routerdoesn't require spe
ial equipmentno maintenan
e 
ostalmost standard these dayskeeps mu
h of the useful traf�
 parameters�ows map (somewhat) to 
onne
tions
an see where traf�
 is goingport numbers still visible
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Net�ow 
onshistori
ally poor vendor supportfeature interationsbugsperforman
e impa
t on routerstill large volumes
an be redu
ed with samplingloose some detailappli
ation level headers are now lost foreverloose time granularityonly have start and stop of �owsseveral minutes (
a
he �ushing 
ap)don't see traf�
 per time interval
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SNMPSimple Network Management Proto
olnot just for measurementsallows one to 
olle
t MIBs (ManagementInformation Bases)MIB-II implemented on almost all networkequipmentin
ludes:
ounts of pa
kets
ounts of bytes...
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SNMP data 
olle
tion

poll

data

NMS
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Router

9 9 9 4 6 7

counter
octets
SNMP

odometer
Like an

SNMP polls
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Irregular sampling

Why?missing data (transport on UDP, in-band)delays in pollspoler syn
 (mulitple pollers)staggered pollsWhy 
are?time series analysis
omparisons/totals between links
orrelation to other data sour
es
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SNMP pros
simple, and easylow overheadubiquitouslots of pra
ti
e in uselots of histori
al data

Communications Network Design: lecture 21 – p.31/47



SNMP 
onsdata qualitymissing dataambiguous datairregular time sampling
oarse time s
ale (> 1 minutes, typi
ally 5)o
tet 
ounters don't tell youwhat type of traf�
 (appli
ations)where traf�
 is going (sour
e and destination)hard to dete
t DoS, or other su
h atta
ks
oarse time s
ale (> 1 minutes, typi
ally 5)
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Example SNMP data

RRD Tool (or MRTG) are the 
ommonest form ofavailable SNMP data

http://www.aarnet.edu.au/network/mrtg.html
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Example SNMP data

RRD Tool (or MRTG) are the 
ommonest form ofavailable SNMP data

http://www.aarnet.edu.au/network/mrtg.html
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The ProblemSNMP is easy to getdoesn give traf�
 matrixTraf�
 matrix is not easyA solution: network tomographyget TM data from links
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Who put the CAT in CATs
an?

people don't like you 
utting their head open!so indire
t methods are used to peer insideComputer Axial Tomography (CAT)Tomo- from the Greek tomos meaning �se
tion�
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Performan
e Tomography

we need ways to see inside the Internetsimilar to CATs
anwe often only have indire
t measurementsISPs don't give ea
h other a

ess to theirnetworkspra
ti
al problems in measurementsbut the measurements are differentwe have end-to-end performan
emeasurementswant to get link performan
e measurementsresult is an inverse problemmore about these later
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History
Vardi [?℄ 
oined the term Network Tomographyterm referred to a different problemTraf�
 matrix estimation

B

A

T =







xAA xAB xAC · · ·

xBA xBB xBC · · ·... ... ... . . .







Communications Network Design: lecture 21 – p.38/47



Problem formulationmeasured traf�
 on link i is yi

3

2

1

link 3

link 1

link 2
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Problem formulationwant to estimate traf�
 on route j is x j

3

2

1

route 1

route 2
route 3
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Problem formulationthere is a simple linear relationship
3

2

1

route 1

1 1

route 2
route 3

y = x + x2
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Problem formulationso we 
an build a set of equations
3

2

1

route 1

1 1

route 2
route 3

y = x + x2







y1

y2

y3






=







1 1 0
1 0 1
0 1 1













x1

x2

x3






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Problem formulationso we 
an build a set of equations
3

2

1

route 1

1 1

route 2
route 3

y = x + x2

y = Ax
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SolutionWe know y and want to get x, so solve
y = AxThree 
ases:1. A is square and invertible

x = A−1y2. A has more rows than 
olumnsbe
omes a least squares problemsolve using regression3. A has more 
olumns than rowsthis is a tri
ky 
asemany possible solutions (underdetermined)
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The 
at
hin realisti
 networksoften more unknowns than data
ase (3) � underdetermined!
1 1y = x + x2

2

43

1
route 1

route 2

y1 =(1 1)

(

x1

x2

)

problems like this o

ur often
alled under
onstrained linear inverse problems
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Inverse problems

Tomographi
 te
hniques are used in many areas:O
ean A
ousti
 Tomography

http://www.oal.whoi.edu/tomo2.htmlAr
haeology

http://archaeology.huji.ac.il/ct/Medi
al Imaging

http://www.triumf.ca/welcome/petscan.htmlManufa
turing
http://www.tomography.umist.ac.uk/intro.shtmlSeismology
http://www.itso.ru/GEOTOMO/paper_
moscow2003/index.htmlThere are many solution te
hniques.
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Tomogravity [?, ?℄

solution of under
onstrained problems requires sideinformationside-information for traf�
 matri
es is to use agravity model as a prior distribution for the matrixsolve using regularizationframe as an optimisation
minimise d(g,x)

subject to
y = Ax
x ≥ 0where d(g,x) is the distan
e of the solution x fromthe simple gravity model g.
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Dis
ussionNoti
e that the solution is found by optimizationoptimization is good for lots of thingsSolutions 
an't be guaranteedthey 
ontain errorsour results: errors around 12%should we worry about errors?have to do predi
tion anywaygo to a 
ourse on time-series to �nd out howshould ensure that our optimization is robustsensitivity analysis against possible errorsrobust optimization
ld see next le
ture
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