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This leture overs Internet Design Priniples and TCP/IP
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Internet Design

Priniples

Most of this ourse is about mathematial optimizationof networks. However, the term design overs a lotmore than just deiding the apaity of links, et. Weneed to know some of these more general priniples

◮ so you understand basi terminology

◮ so you an appreiate what parts of a network areunder your ontrol and what forms �onstraints�

Communications Network Design: lecture 03 – p.2/45

Communications Network Design: lecture 03 – p.2/45



Leture goals/outline

◮ start to understand how omputer networks work

◮ general priniples behind omputer networks

◮ TCP/IP

◮ general referene [1℄

http://www.warriorsofthe.net/Copyright 2002 Gunilla Elam, Tomas Stephanson, NiklasHanberger.
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The �Internet�What is the Internet?

◮ physial infrastruture

◮ arhiteture

◮ protools

◮ software

◮ servies/appliations
◮ operational praties
◮ standardsAll of the above!
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Standards

Why do we need standards

◮ eletriity plugs

◮ plugs are standardized, but only within a ountry

◮ the �Internet� is an international network

⊲ need standards between ountries

⊲ everyone has to agree on one �plug�

◮ instead of plugs we standardize protools

⊲ still need plugs, but these are �physial layer�

⊲ a protool is a more general onept
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Network Standards Bodies
◮ ISOC (Internet Soiety )

⊲ IESG (Internet Engineering Steering Group)
⋆ IETF (Internet Engineering Task Fore)

⊲ IAB (Internet Arhiteture Board)
⋆ IRSG (Internet Researh Steering Group)

ld IRTF (Internet Researh Task Fore)
⊲ ICANN (Internet Corp. for Assigned Names and Numbers)and IANA (Internet Assigned Numbers Authority)

http://www.ietf.org/rfc/rfc3160.txt
http://www.acm.org/ubiquity/views/v6i5_simoneli.html

◮ W3C (WWW standards)
◮ IEEE (Inst. of Eletrial and Eletroni Engineers)

⊲ e.g. IEEE 802.3 (Ethernet)
◮ CCITT, ITU-T (International Teleommuniations Union)

◮ ANSI, OSI (Open System Interonnetion), OEOSC, ...
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IETF2.3 Dress CodeSine attendees must wear their name tags,they must also wear shirts or blouses. Pants orskirts are also highly reommended.Request for Comments: 3160S. Harris, 2001

◮ http://www.ietf.org/

◮ informal standards body

⊲ membership is open to all interested individuals

⊲ few hard and fast rules

◮ publishes RFCs (Request For Comments)
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RFCs

◮ standards: RFC 791: IP, RFC 793: TCP
◮ best pratie: RFC 1818: Best Current Praties,RFC1918: Address Alloation for Private Internets
◮ experimental: RFC 2498: IPPM Metris forMeasuring Connetivity
◮ informational: RFC 3160: The Tao of IETF ...RFC 2151: A Primer On Internet and TCP/IP Toolsand Utilities

◮ humour: RFC 1149: Standard for the transmissionof IP datagrams on avian arriers
◮ poetry: RFC 1121: At One - The Poems

http://www.ietf.org/rfc.html
http://www.rfc-editor.org/
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Some Important RFCs

◮ RFC 791: Internet Protool (IP)Updated in RFC 1391

◮ RFC 793: Transmission Control Protool (TCP)Updated in RFC 3168

◮ RFC 1123: Requirements for Internet Hosts �Appliation and SupportUpdated by RFC1349, RFC2181

◮ RFC 2328: OSPF Version 2

◮ RFC 1771: A Border Gateway Protool 4 (BGP-4)

◮ RFC 1772: Appliation of the Border GatewayProtool in the Internet
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Do I expet you to read all of this? The short answer is that you an pass the ourse withoutdoing some side reading. However, if you want to do well, you will need to read outside ofthe ourse. I have some suggestions in plaes, but using your own initiative is always a goodidea.
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Internet Design Priniples

◮ paket swithing not iruit swithing: Don't reservebandwidth for a onnetion.

◮ robustness priniple: Be liberal in what you aept, andonservative in what you send [2, 3℄.
◮ layered model: with a thin waist.
◮ end-to-end priniple: Smart terminals, dumbnetwork [4, 5℄.

◮ distributed ontrol: as ompared to entralized, ordeentralized [5℄.
◮ deployment issues: sale, inremental deployment,heterogeneity [3℄.
◮ general issues: simpliity, modularity, performane [3℄.
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There are also design guidlines in setion 3 of ftp://ftp.isi.edu/in-notes/rf1958.txt, but morelike oding style. e.g.3.7 In many ases it is better to adopt an almost omplete solution now, rather than to waituntil a perfet solution an be found.3.10 Be parsimonious with unsoliited pakets3.11 Cirular dependenies must be avoided.3.12 Objets should be self deribing3.14 And perhaps most important: Nothing gets standardised until there are multiple in-stanes of running ode.Setion 5 of ftp://ftp.isi.edu/in-notes/rf1958.txt is really about poliy: e.g. patents, et.
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Pakets vs iruits

◮ Bell-heads vs Net-heads

⊲ Bell-heads from old Bell system (AT&T inluded)

⊲ Net-heads: new generation, who grew up on theARPANET/Internet

◮ Bell-heads believe you need a dediated iruit

⊲ like a phone line (but higher speed)

⊲ said the ARPANET would never work

◮ Net-heads think iruits are a waste of time

⊲ poor use of resoures when traf� is bursty [6℄.

⊲ invented the ARPANET/Internet

◮ this is a theologial debate

http://www.wired.com/wired/archive/4.10/atm.html
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Pakets vs iruits

◮ Ciruit swithing: logial equivalent of a phone lineonnets two (or more) people.

⊲ allows network to ontrol everything (in theory)
⊲ allows expliit QoS

⋆ needs areful design and admission ontrol

⊲ prime example is ATM
◮ Paket swithing: no logial iruit (though there isstill an analogue of a onnetion). Pakets of dataare individually swithed.

⊲ network doesn't do muh (in theory)

⊲ hard to do QoS, but network is simpler

⊲ prime example is IP
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Pakets vs iruitsDoesn't have to be one or the other

◮ we'll see layering later

⊲ people may run iruit swithed on one layer, andpaket swithed on another.

⊲ lassi example is IP over ATM

◮ MPLS reates virtual iruits between end-points

⊲ onnetions are not between end-users though

⊲ allows multiplexing of traf� inside a onnetion

⊲ multiplexed traf� is less bursty
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Pakets vs iruitsROSENCRANTZ AND ETHERNET by Vint Cerf [7℄All the world's a net! And all the data in it merely paketsome to store-and-forward in the queues a while and then areheard no more. 'Tis a network waiting to be swithed!To swith or not to swith? That is the question. Whether'tis wiser in the net to suffer the store and forward ofstohasti networks or to raise up iruits against a seaof pakets and, by dediation, serve them.To net, to swith. To swith, perhane to slip!Aye, there's the rub. For in that hoie of swith,what loops may lurk, when we have shuf�ed throughthis Banyan net? Puzzles the will, initiates symposia,stirs endless debate and gives rise to unontrolled�ights of poetry beyond reompense!
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Robustness priniple

Be liberal in what you aept, and onservative in whatyou send [2℄.

◮ if some-else's software srews up, don't let thismess your system up (liberal in what you aept)

⊲ e.g. TCP onnetion termination

◮ don't ause other systems problems (onservative inwhat you send)

⊲ e.g. ongestion ontrol
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Layered protools: OSI model

OSI model breaks funtionality into layers alled aprotool stak

Physical

Link

Network

Transport

Application

Physical

Link

Network

Link

Physical

Transport

Application

Network

Host BHost A

application protocol

transport protocol

network layer protocol

Intermediate
system

Session

Presentation

Session

Presentation
session protocol

presentation protocol

data−link layer protocol
physical layer protocol
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Additional referenes:
http://www.geocities.com/SiliconValley/Monitor/3131/ne/osimodel.html
http://www2.rad.com/networks/1994/osi/layers.htm
http://www.webopedia.com/quick_ref/OSI_Layers.asp
http://en.wikipedia.org/wiki/OSI_model
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Layered protools: OSI model

◮ Somewhat like subroutines in programming

⊲ Eah layer provides servies (funtions) tohigher layers

⊲ Funtion all interfae hides details of how theservie is provided

⊲ e.g. network layer asks link layer to transport apaket aross a link, without any network details

⊲ the interfae is well de�ned

◮ Bene�ts

⊲ redution in omplexity

⊲ reuse of funtionality

⋆ may be many appliations on one session layer

◮ Communiations between peers using protools
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Enapsulation

Lower layers deal with higher layer by

◮ treat information from higher layer as �blak box�.
⊲ don't look inside data

⊲ just treat as bunh of bits
◮ allowed operations on the data

⊲ just break data into bloks
⊲ enapsulate the bloks, by adding

⋆ headers (e.g. addresses)
⋆ trailers

◮ when passing bak to higher
⊲ layers strip headers
⊲ join bloks bak together
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Layer 1: Physial layer

Funtion: Transmission of raw bit stream between devies.Servies: Physial onnetion, Binary modulation, frequeny, ...Issues: # pins/wires, duplex, serial/parallel, modulation, ...Media:

◮ opper wire: e.g. oax, twisted pair (CAT-3/CAT-5),RS-232, USB, �rewire

◮ lasers (�bre optis)

◮ lasers (free air)

◮ mirowave, RF, satellite, ...

◮ infra-red

◮ arrier pigeons (RFC 1149) ;-)

Communications Network Design: lecture 03 – p.19/45

Communications Network Design: lecture 03 – p.19/45

Layer 2: Data-link layer

Funtion: provide reliable transport of information between apair of adjaent nodes.Servies: reates frames/pakets, error ontrol, �ow ontrolIssues: Medium Aess Control (MAC), headers/trailers, ...Examples:

◮ Ethernet

◮ Token-ring

◮ IEEE 802.11 (Wi-Fi)
◮ FDDI (Fiber Distributed Data Interfae)

◮ ATM (Asynhronous Transfer Mode) (also layer 3)

◮ POS (Paket over SONET)
◮ PPP (Point to Point Protool)
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Layer 3: Network layer ***

Funtion: forwarding pakets from end-to-endServies: paket forwarding, some ongestion ontrolIssues: determining what routing to useExamples:

◮ IPv4 (Internet Protool version 4)

◮ IPv6 (Internet Protool version 6)

◮ ARP (Address Resolution Protool)

◮ ATM (Asynhronous Transfer Mode) (also layer 2)

◮ Routing protools (e.g. OSPF, IS-IS, RIP, EIGRP)

*** � this is the bit we are about most here!
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Layer 4: Transport layer

Funtion: reliable end-to-end transport of dataServies: multiplexing, end-to-end error and �ow ontrolIssues: ongestion ontrol algorithmExamples:

◮ TCP (Transmission Control Protool)
◮ UDP (User Datagram Protool)
◮ SCTP (Stream Control Transmission Protool)

◮ RTP (Real-time Transport Protool)
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Layer 5: Session layer

Funtion: ombine logially onneted transmissionsServies: group several onnetions into a sessionIssues: what to use it for?Examples:

◮ NFS = Network File System

◮ SMB = Server Message Blok
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Layer 6: Presentation layer

Funtion: spei� regularly requested funtions.Servies: enryption, ompression, asii<->uniode, ...Issues: want to do ompression before enryption, but om-pression may be done by a lower layer.Examples:

◮ SSL (Seure Sokets Layer) (at a streth)
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Layer 7: Appliation layer

◮ E-mail (POP, IMAP, SMTP)

◮ File transfer (FTP � File Transfer Protool)

◮ Remote terminal (Telnet, SSH, ...)

◮ WWW (HTTP � Hyper-Text Transfer Protool)

◮ File sharing (Gnutella, Napster, Kazaa, ...)

◮ Video onferenes

◮ Newsgroups

◮ NTP (Network Time Protool)

◮ VoIP (Voie over IP)

◮ Games (Quake, MMORP, ...)

◮ RFC 2324: Hyper Text Coffee Pot Control Protool (HTCPCP/1.0)
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Post of�e analogy

We ould desribe snail-mail using OSI modele.g. sending mail to my mum.
Physical

Link

Network

Transport

Application

Physical

Link

Network

Link

Physical

Transport

Application

Network

Session

Presentation

Session

Presentation

write a

pen and paper

letter

more than one
piece of paper

mailbox

postman
picks it up

Postoffice

address

envelope

My MumMy House

english

page numbers

lick and stick/letter opener

examine address and forward toward destination
put in the right delivery bin
post truck/airplane
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Another example �James Bond Meets The OSI Model� is given at

http://www.lewistech.com/rlewis/Resources/JamesBondOSI2.aspx
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TCP/IP has 5 �layers�

Link Layer (e.g. Ethernet, ATM, POS)

Physical layer (e.g. CAT−5, SONET, ...) 

Network layer (IP)

Transport (TCP, UDP) 

Applications (WWW,e−mail,telnet, ...)

ICMP

ARP
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TCP/IP Enapsulation
Ethernet frame

IP packet

TCP segment

data segment

Application message

TCP hdr

IP data

Ethernet hdr Ethernet data

IP hdr

TCP data
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IP header

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
0 1 2 3

Fragment OffsetIdentification

Header Checksum

Options

IP data

Padding

Destination IP Address

Source IP Address

Protocol

ToS Total LengthVers

Flags

Time to Live

IHL

optional

20
 b

yt
es
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TCP header

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
0 1 2 3

Options Padding

Destination PortSource Port

TCP data

Sequence number

Acknowledgement number

Receive Window

Urgent PointerChecksum

Res.Data
Offset

A

K N

P

H NT

U R S F
Y ISSCR

G

20
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es

optional
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TCP/IP operation

IP module

LNI−2 LNI−3

router router

computer 1 computer 2

IP module

LNI−1

Local Network 1
(Ethernet)

Local Network 2 Local Network 3

LNI−1

IP module

LNI−2

IP module

LNI−3

(Ethernet)(POS)

TCP module

Application

TCP module

Application

LNI = Local Network Interface
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TCP/IP operation

IP module

LNI−1

TCP module

Application

LNI−1

IP module

computer 1

router

application
layer

network

physical

layer

layer

transport
layer

link layer

Local Net 1

switch
Switch

Ethernet 
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Narrow Waist of IP: hourglass
◮ robustness againsttehnologial innovations

◮ anyone an innovate at eitherend

⊲ new appliations built by unistudents (e.g. netsape, napster, ...)
⊲ new physial/link layers

◮ allows huge heterogenity
◮ = suess Ethernet WDM

SONET WiFi RS−232
MicrowaveSatellite

carrier pigeonsinfra−red

WWW
e−mail

Quake

Everquest
net−news

Gnutella
Kazaa

SNMP
NTP video

VoIP

FTP

SSH

ICMP

IP

Ethernet
POS,ATM,...

TCP/UDP
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Broken layeringTCP/IP layers are broken more often than not

◮ ICMP � uses IP, but ontrols its operation

◮ BGP is a routing protool (IP layer), but is routed

◮ IP over ATM over IP over ATM over SONET

◮ anything involving MPLS

◮ often servies are provided at multiple layers:error and �ow ontrol, e.g. error ontrol in SONET(sort-of physial), link layer, IP, TCP, ...OSI standards are too ompliated
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End-to-end priniple

Put funtionality as high up the stak as possible [4℄.
◮ pushes funtionality out towards the end points(logial as well as physial)

◮ avoid repeating funtionality
◮ more ef�ient in many ases anyway
◮ results indumb network, smart terminals
◮ ontrast to PSTN (Telephone Network)smart network, dumb terminals

◮ also allows survival of partial network failures

⊲ e.g. link failure, we an reroute

⊲ if we avoid state in the network
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Distributed ontrol

◮ anything entralized is vulnerable

◮ don't just distribute physial infrastuture

◮ also distribute network ontrol

◮ e.g. routing protools

⊲ OSPF, IS-IS, BGP, ...

⊲ we will see more on these later

◮ not everything an be ompletely deentralized

⊲ e.g. NOC, NCC

⊲ still an provide redundany
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Deployment issues

◮ sale: has to work for a large range of networks (indistane, and number of hosts).

⊲ IP reates �networks of networks�, that anspan any sale: < 1m � > 10,000km; 1 � > 109hosts; link speeds 9600bps � 40Gbps.
◮ inremental deployment: need to be able to deploygradually.

⊲ onstant hange in the network
⊲ legay networks won't go away

◮ heterogeneity: different tehnologies andappliations and link speeds.
⊲ see layers 1-2 and 7 above.

⊲ link speeds overing 8 orders of magnitude.

Communications Network Design: lecture 03 – p.37/45

Communications Network Design: lecture 03 – p.37/45



Network saleGeographi sale

◮ LAN = Loal Area Network (one building)

⊲ Ethernet (vast majority), Token ring, Wi-Fi, ...

◮ CAN = Campus Area Network (one ampus)

◮ MAN = Metropolitan Area Network (one ity)

◮ WAN = Wide Area Network (bigger than one ity)

⊲ the Internet (best known), Frame relay, ATM, ...Number of routers/swithes (my lassi�ation)

◮ small < 10

◮ medium 10-100

◮ large > 100
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IP is not all good

Some things IP does not do well

◮ billing

⊲ iruits are easy to bill

⊲ pakets are not

⋆ most Internet harging is �at rate
⋆ Australia is an exeption

⊲ does this really matter? [8℄.
◮ QoS (Quality of Servie)

⊲ e.g. network not design to provide voie quality

⊲ maybe it an be �xed? Lots of researh.

◮ seurity (rypto doesn't �x DoS, Worms, ...)
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Layer 3 view of the Internet

ISP 1 ISP 2

Backbone

campus network

center

LAN
regional ISP links

peering link
backbone links

exchange point
backbone routers
other routers
switches

Regional ISPs

servers

hosting
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Addresses

◮ IPv4 addresses, 32 bit, written as X.X.X.X
⊲ eah hunk is a 8 bit number (0-255)
⊲ e.g. 10.1.2.255

⊲ subnet = group of IP addresses with a ommonpre�x

⋆ e.g. private addresses 192.168.0.0/16
ld all address with same �rst 16 bits 192.168

ld 192.168.0.0 � 192.168.255.255
◮ IPv6 addresses, 128 bits � see [9℄
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Routing vs Forwarding

We need to make a distintion

◮ routing = routing protools build the routing tables

⊲ distributed routing protool

⊲ build forwarding/routing/lookup table

◮ forwarding = send pakets to their next hop

⊲ lookup destination address in forwarding table

⊲ forward paket
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Forwarding
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Route Loop
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