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BGPBGP (the Border Gateway Protool) version 4 is thedefato inter-domain routing protool.
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BGPBorder Gateway Protool [1℄BGP has to support all of this �poliy� stuffgenerially alled poliy based routingI will use the term path-vetor routinginredibly �exiblelarge, omplex dynami systemhard to understandhard to predithard to optimize
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Path Vetorsimilar proedure to distane vetortransmission of updates is similarnodes selet best route to transmit to neighboursmetri for hoosing paths is not purely distane basedadded loop detetionhoie is based on poliydistane vetor is a speial asemetri is distanesimple uniform poliy (shortest paths)guaranteed onvergeneunlike distane vetor, path vetor is not guaranteed toonverge
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BGP meansRFC 1771optional extensions:RFC 1997 BGP Communities AttributeRFC 2439 BGP Route Flap DampingRFC 2796 BGP Route Re�etionRFC 3065 AS Confederations for BGPimplementation detailstimers, proprietary extensions (WEIGHT), ...routing poliy on�guration languagesvendor spei�urrent pratises in management of inter-domainrouting (e.g. RFC 1772, RFC 2270, ...)
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How BGP worksMessages sent between �peers�note peer just means two routers that ommuniatenot ISP �peers�note BGP peers don't have to be adjaent!hard-state protool (no periodi updates)salability requirementTypes of messageopen: establish peering sessionkeep alive: handshake at regular intervalsnoti�ation: shuts down peering sessionupdate: announing or withdrawing routesroute to a pre�x
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BGP attributesroute announements = pre�x + attributesnot all attributes needed for all announementsBGP gives attributes to routes it distributesimportant attributes2: AS-path (primarily to avoid loops)3: next hop4: Multi-Exit Disriminator (MED)5: loal pref8: ommunity9: originator ID
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How BGP worksPoliy is implemented by a set of rulesimport rulesan ignore routes by �ltering them on inputhanging route attributesmake the route appear more attrativeexport rulesan prevent ustomer from using a route by�ltering export of rulesdon't tell someone about a route, and theyan't use itby hanging route attributes on export, we anmake a route appear less attrative
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BGP deision proess

To know how to hange routes to be more or lessattrative, we need to know how BGP makes deisions. Asimpli�ed (ignoring vendor spei� bits) version of thatproess follows (in order of preedene).don't selet paths with inaessible next hopsprefer the path with higher loal prefereneprefer the path the shortest AS-pathprefer the route with the lowest MEDprefer the route that an be reahed through thelosest IGP neighbour (hot potato)prefer the route that has been around the longesttie-break: prefer the path with the lowest IPaddress, as spei�ed by the BGP router ID.
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How BGP works
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Example 1

Filtering inputswe don't use �untrusted� networks�lter out any routes that ross untrustednetworks
untrusted

trusted

prefix announcement

traffic

filter untrusted
route
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Example 2

Changing route attributes (on input)university network prefers aademi networkroutes to ommerial providerwhen aademi network route is input give it ahigh loal pref.we prefer routes with high loal pref

Academic 
Network

commercial

academic

prefix announcement

Network
University

increase
local pref

traffic

Commercial
Network
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Example 3

Filtering of outputsan ISP doesn't provide transit to peersdon't send routes learnt from peers, orproviders to our peers or providersonly send ustomer routes to peers, so they willonly route traf� to our ustomers through us

Customer 1 Customer 2

Provider 1 Provider 2

prefix announcement
traffic

Without
filtering
customer 2 
provides transit

peering link
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Example 3

Filtering of outputsan ISP doesn't provide transit to peersdon't send routes learnt from peers, orproviders to our peers or providersonly send ustomer routes to peers, so they willonly route traf� to our ustomers through us

Customer 1 Customer 2

Provider 1 Provider 2

prefix announcement
traffic

filtering
With

route filtered

peering link
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Examples

Example (from RFC 2650) of poliy for AS2
aut-num: AS2

as-name: CAT-NET

descr: Catatonic State University

import: from AS1 accept ANY

import: from AS3 accept <ˆAS3+$>

export: to AS3 announce ANY

export: to AS1 announce AS2 AS3

admin-c: AO36-RIPE

tech-c: CO19-RIPE

mnt-by: OPS4-RIPE

changed: orangeripe.net

source: RIPE

transit
provider

small ISP

customer
of AS 2

AS 1

AS 2

AS 3
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Does BGP solve SPF?what is SPF here?prefer routes with shorter AS-pathbut AS path doesn't have anything to do withphysial distanepoliies may prefer longer AS-paths expliitlye.g. prefer heaper transit hargesall else being equal we prefer shorter IGP distaneshot potato routingdoes do some distane minimization, but not SPFNo, BGP does not solve SPFexept in limited situations
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Does BGP try to optimize?BGP is trying to satisfy poliywhat is poliy?a bunh of rulesusually these rules are related to an optimizationobjetivee.g. redue load (and ongestion) on our networke.g. redue transit ostsso BGP is solving an optimization problemmany individuals (ASes)eah has its own different optimization objetives,and onstraintsobjetives are all oupledmaybe the largest distributed omputations on the planet.
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Stable Paths Problemwe all this optimization problemthe stable-paths problem [2, 3℄looking for a set of stable paths whih math poliiesshould still be a sink treelet's abstrat the implementation (BGP)abstrat metri for paths f (p,d)

p is the path, d is the destinationbetter paths have smaller metrieah AShooses the path with the smallest metrihanges the metrisends the path to its neighboursthey do not derease the metri at eah hopthe hange an depend on the neighbour
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Simple Example 1
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destination is AS 0, arrows show traf�'s routetables show aeptable routes in order ofpreferenesresult is a shortest-path tree

Communications Network Design: lecture 20 – p.18/29



Simple Example 1

1−0
1−3−0

3−0

2−1−0
2−0

4−3−0
4−2−0

AS 0

AS 3

AS 1 AS 2

AS 4

AS 0

AS 3

AS 1 AS 2

AS 4

destination is AS 0, arrows show traf�'s routetables show aeptable routes in order ofpreferenesresult is a shortest-path tree

Communications Network Design: lecture 20 – p.18/29



Simple Example 2
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Simple Example 3
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Bad Widget
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Is this a problem?

route osillation has been observed in the InternetMED osillation (�hurn�)MED used for �old-potato� routingCiso �x bgp deterministic med ommandplus a bit more
http://www.cisco.com/warp/public/770/fn12942.htmlit ould happen againmostly it doesn'tan we �x it in generalnot easilyeither need to restrit poliyor have entral admin hek all poliies
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A Real Example

A real example of BGP onvergene an be seen at
http://bgplay.routeviews.org/bgplay/Choose pre�x 198.133.206.0/24 (AS 3130) tosee a pre�x withdrawn, and then announed.Choose pre�x 192.83.230.0/24 (AS 3130) to seea pre�x hange its preferred provider.Other �Beaon� pre�xes

192.135.183.0/24

203.10.63.0/24

198.32.7.0/24for Beaon details see
http://www.psg.com/~zmao/BGPBeacon.html
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BGP optimizationhas anyone written this as a formal optimization problem?ompanies have built tools that treat as inter-ASrouting as an optimization problem, e.g.optimize performane, by hoosing shorter pathsoptimize ost, by hoosing heaper pathstend to keep their methods a seret (unfortunately)is this a solved problem � no way!above is for simply onneted networkwhat happens when people apply these methodseffetively against eah other:really a game theory problemwill we get a tragedy of the ommons?ould this result in large sale osillation/instability?
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Link state vs Path VetorLink statetopology information �oodedbest end-to-end paths omputedloally at eah routerbased on minimizing some notionof distanebest end-to-end paths determinenext hopsworks only if poliy is shared anduniform

Path-vetoreah router knows little aboutoverall topologyonly best next hops are hosen byeah router for eah destinationbest end-to-end paths resultfrom ompositions of all next-hophoiesdoes not require a notion ofdistanedoes not require uniform poliies
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OSPF vs BGP omparisonOSPFlink statetopology disoveredsoft-stateone administrative ontrolommon routing poliyshortest pathsfast(ish) onvergene (10's ofseonds down to sub-seond)limited poliylimited saling (one levelhierarhy)

BGPpath-vetoreah router knows little aboutoverall topologyhard-statebest end-to-end paths resultfrom ompositions of all next-hophoiespoliy basedsalable (to the size of theInternet)slower onvergene (minutes)
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What haven't I told you

A lotmost implementation detailspartiularly proprietary stuffmany other features, and usesonfederations, route re�etors, ...eBGP vs iBGPinterations between BGP and IGPmany rules about preferene of routes learntfrom one being redistributed into the othersBGP is an ative area of researhmuh is not entirely understood

Communications Network Design: lecture 20 – p.27/29



BGP the musialTheme song (sung to the tune of �Yesterday�)Yesterday,All the withdrawals seemed so far awayI thought my pre�xes were here to stayOh, I believe in Yesterday.Suddenly,It's not half the table it used to beThere's a blak hole hanging over meOh, I believe in Yesterday.Why they had to �ap, announe and draw away?They sent something bad, now I long for yesterday.Yesterday,Routing was suh an easy game to playNow my pakets all hide awayOh, I believe in YesterdayAvi Freedman, http://www.caida.org/workshops/isma/0112/agenda.xml
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